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and ks Impact on the EWU.S. Privacy Shield Legislave Atomey

On July 16, 2020, in a decision referred tcsabrems lithe Court of Justice of the European  ard ¢ Liu

Union (CJEU) invalidated the EU.S. Privacy Shield (Privacy Shield). Privacy Shield is a Legislative Attorney

framework developed bihe European Union (EU) and the United States to facilitate-cross

border transfers of personal data for commercial purposes. Privacy Shield requires compar

and organizations that participate in the program to abide by various data protection redsiire

and, in return, assures the participants that the transfer is compliant with EU law. The CJEL,

KRZHYHU IRXQG 3ULYDF\ 6KLHOG LQDGHTXDWH LQ SDUW EHFDXVH LW GRHV
activities. According to the CJEW.S. law allows intelligence agencies to collect and use the personal data transferred under
the Privacy Shield framework in a manner that is inconsistent with rights guaranteed under EU law. The CJEU focused on
Section 702 of the Foreign Intelligencer@&illance Act, Executive Order 12333, and Presidential Policy Directive 28, which
govern how the U.S. government may conduct surveillance ethn®npersons located outside of the United States.

March 17, 2021

7KH &- (&firéms Iruling has significant implication®f personal data transfers between the EU and the United States.
While the decision does not shut the door on all transfers between these jurisdictions, it does considerably narrow the manne
in which they may take place. For instance, companies maysgilstandard Contractual Clauses (SCC®ntractual

clauses approved by the EU that bind the companies to certain data protection staagamlslternative to the Privacy

Shield framework. BuSchrems Iheld that exporters using SCCs must evaluatecip@ landscape of the recipient
MXULVGLFWLRQ DQG WDNH DQ\ 3VXSSOHPHQWDU\ PHDVXUHV" QHFHVVDU\ WR
law.

This report examines the impact®threms lin further detail. It provides an overview oUHaw governing international
data transfers, including ttf8&hrems Idecision, and it reviews the U.S. surveillance laws relevant to that decision. It
concludes by discussing some considerations for Congress.
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OD[LPLDOERUHFKWHPWKH &RXUW Rl -XVWLFH Rl WKH (XURSHLE

LQYDOLGDWHG WKNB\ 6KLHOG 3ULYDF\ 6KLHOG D SURJUL
(XURSHDQ 8QLRQ (8 DQG WKH 8QEWHG FHW VW B @ W R U\D R O WAUDAR
IRF FRPPHUFLDQKSXBSRVHYWHUPLQHG WKDW 8 6 VXUYHLOODQFH
SXUSRVHV GRHVY QRW SURYLGH SURWHFWLRQV QHFHVVDU\ XQGH
IURP WKH (8 WR WKH 8QLWHG 66\HPWHWR QVKHRE-68 JREMVHG RQ
,QWHBQFH 6XUYHLOODQFH $FW ),6$ DBIGX3WHWHL QHUGWUDO BROLI
'LUHFWLYH  *3QHUDOO\ ),6$ DQG ( 2 DXWKBUL]H VXUYH
SHUVRQV ORFDWHG RXWVLGH RISWRKEEQUWIH® EXDW H\R OIDHG \§ &8 R
OLPLWV KRZ ORQJ DJHQFLHV FB® USNUDARD EQQIRDFBRQYHR QVKQ W R G
),6$ DQG ( 2 HYHQ DV ORODWE® B\ BWHOOLJHQFH DJHQF
PRUH LQIRUPDWLRIFW®DQHRHVVDU\ WR IXOILOO WKHLU PLVVLRC
ZLWK VXIILFLHQW DYHQXHV IRU MXGLFLDO UHGUHVV RI DOOHJHG

:KLOH WKH &-(8 VWUXFN GRZQ 3ULYDF\ 6KLHOG RQ WKH JURXQG)\
SHPLVVLYH WKH FRXUW GLG QRW FORVH WKH GRRU DOWRJHWKH
6WDWHV6 BOWHBMHYHUYHG WKH YDOLGLW\ RI 6WD@GDUG &RQWUL
VHSDUDWH PHFKDQLVP XQGHU (8 ODMZSIRRYL G g & FMUKIDW GCROGIDO HG DR\
WDINNHKSSOHPHQW DK HPUHD QXIFHY VDU\ WR HQVXUH FRPSOLDQFH ZL
SURWHFWLRQ UHTXLUHG XQGHU (8 ODZ

7KLV 5HSRUW JLYHV DQ RYHUYLHZ RI (8 ODZ JRYHUQLQJ LQWHUQ
LOQFOXGRRMHWWH.FLVLRQ DQG KRZ LW LQWHUDFWYV ZLWK 8 6 VXU
VWDUWYV E\ OD\LQJ RXW WKH UHTXLUHPHQW\5URQ ALBDWIDURDWDR R Q
SURWHFWLRQ ODZ WKH *HQHUDO 'DWD 3URWHFWLRQ 5HIXODWLF
(XURSHDQ &RPPKNMBRIQFXWLY KDVUPRXJKW WR HQIRUFH WKHVH Ut
ZLWK UHVSHFW WR SHUVRQDO GDWD WUDQVIHUUHG WR WKH 8QL
I[UDPHZRUN DQG YDULRXV 6&&V 7 KHNGH &RIUI\BWEHRMY AHE LAMZW W K H
LPSDFW RQ GDWD WUDQVIHUV $IWHU WDNLQJ D FORVHU ORRN D!
6FKUHPVQEFEOXGLQJ 6HFWLRQ RI ),6$2 WKH 5HSRQW BE®RVHV E\

EULHIO\ GLVFXVVLQJ VRPH FRQVLGHUDWLRQV IRU &RQJUHVYV

1 S 1S4S9S1 »S—oeeeZrx1l
7KH (8 FRQVLGHUV SULYDF\ DQG SURWHFWLRQ RI SHUVRQDO GDV
RI WKH &KDUWHU RI )XQGDPHQWDO 5LJKWY RU\WRH 8D WWHH KD
ULJMWMR KRWHFWLRQ RI SHUMRQDIOL BQRW K IRRRY¥GD B SURFHVVHG
IDLUO\ IRU VSHHLQIGHB QS WKHREBIWLY RI WKH FRQVHQW RI WKH SHL

RWKHU OHJLWLPDWH EBVMWLPOHG GR2QKE &KOXUWHU VWDWHYV WK
WKHVWW PXRANOKEMHFW WR WKH SULRE GSRXORM AR ORIV W DRBQDOL

OQ - X0\ 'DWIDQ3URWHFWLRQ &RPPLVVLRQHU Y )DFHERRN |

1 Case €311/18, Data Protection Commissioner v. Facebook Ireland Ltd, Maximillian Schrems, ECLI:EU:C:2020:559
(July 16, 2020)Privacy Shield OvervieWPRIVACYSHIELD.GOV, https://www.privacyshield.gov/Prografverview
(last visited Feb. 9, 2021).

26HH WKH ACGHoEaNILoBkGit U.S. Intelligence Law Discussedohrems Il IRU DQ RYHUYLHZ RI WKHVH ODZ
S6HH WKH S¢enWILRRU D IXUWKHU GLVFXVVLRQ RI WKH FRXUWTV UHDVRQLQJ

46HH WKH SéhténW ILTRrQ fartheranalysisR1 WKH ERXBXYMWLRQ Rl 6&&V Drgn§fedHH WKH VHFWL
afterSchrems Il IRU D GLVFXVYV LR Qed&sSurasXSSOHPHQ

5 Charter of Fundamental Rights of the European Union, ats.0ec. 18, 2000, 2000 O.J. C 364/1.
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JHQXLQHO\ PHHW REMHFWLYHV RI JHQHUDO LQWHUHVW RI WKH 8
IUHHGRP RI/RWWBUVBUWLFOH RI WKH &KW KD GHQYWH WK RV JIXQW
YLRODWIHDGUWRXEOLF KHDULQJ ZLWKLQ D UHDVRQDEOH WLPH E\ D
WULEXQDO SUHYLRXVO\ HVYWDEOLVKHG E\ ODZ

$ORQJ ZLWK WKH IXQGDPHQWDO ULJKWV SURYLGHG LQ WKH &KD!
FRPSUWKHRZ (&H SULYDWFWRIRAN HIIHFW RQ 0D\ UHSODFLQJ
GDWD SURWHEWLHR ® 35L UIHEMWULYFEBO\ UHIXODWHRFKRDV BERMEQDO G
WHUP HQFRPSDVVLQJ DQ\ RSHUDWLRQ RUO/VBWIRMH RSHUDWLRQV &
UHJXODWLR®Y OGS OHEO®OHWR/'RQ RU HOQWLW3AS XK FBWHWHL@ G GPHAWD WK H
RI SURFHVVLQJ SHSVR®BOWEHMIWLN RQPOQKBU HOQWLW\ ZKR SURFHVVHV
EHKDOI RI D FRQWUROOHU ZKR DURIIHUHYRRDEO RUKHKBULYQ PMAK/HW R
LQ WKH (8 RU P R QKLY LG QL & X Bl O(\8

ORVW UHOHYDQWO\ WKH *'35 UHIXODWHYV WKH FLUFXPVWDQFHV
*‘HISRUWBUWUDQVIHU SHUVRQDRUGDWD FBR WMKIHHY8 B(RGHU &KD
WKH *'35 DQ H[SRUWHU JHQHUDOO\ PD\ LQLWLDWH IRUHLJQ WUD

1. $GHTXDWH OHYH® RGISURBWWERQRQ WKH H[SRUWHU PD\ VHC
WR D WKLUG FRXQWU\ MLKDW RQKKDNK URIS\HDQ HRPLQLQJ WKH
FRXGWODZYV DQG SUDFWLFHV:D&EHW X D RIHQE B YHH@VRUHV DQ
SURWHFWLRQ

2. $SSURSULDWH VDIHJBRGEVYV BOQW LG&ORH/ WKH H[SRUWHU PD\
RQH RIDWEHRSULDW I IVIDG HRXW UGN WRDW GUWWRY Q¥VHR Q@1 WKH
H[SRUWHU LV D PXOWLQDWLRQDO RUJDQL]DWLRQ PDNLQJ LC
RUJDQL]DWLRQ LW PD\ DGRSW ELQGLQJ FRUSRUDWH UXOHV
**35 UHTXLUHPHQWY $OWHUQDWLYHO\ DQWKH H[SRUWHU LV
XQDIILOLDWHG HQWLWAKLAKPDUH Y¥YHBW IR &ERQWUDFWXDO W
DSSURYHG E\ WKH (XWPRISHWDR WY FRQWRQFW ZLWK WKH HQW

3. '"HURJDWICREHW $UWLFOH WKH H[SRUWHU PD\ LQLWLDWH W
RQH RI v&EMHEBRDW IRU VSHFLIRB YALBXIDOWHL RQK/H V H
GHURJDWLRQV DSSO\ ZKHQ WKH GDWD VXEMHFW JDYH LQIRL

61d. art. 52.
71d. art. 47.

8 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the Protection of
Natural Persons with Regard to the Processing of Personal Data and on the Free Movement of Such Data, and
Repealing Directive 95/46/EC (General B&rotectiorRegulation) [hereinafter GDPR]. The GDPR is discussed in
more detail i"CRS Report R4563Data Protection Law: An Overviewy Stephen P. Mulligan and Chris D.
Linebaugh andCRS In Focus IE0896,EU Data Protection Rules and U.S. Implicatiphg Rachel F. Fefer and
Kristin Archick.

9 Directive 95/46/EC of the European Parliament and of the Council on the Protection of Individuals \sitth tRege
Processing of Personal Data and on the Free Movement of Such Data. 1995 O.J. 95 (L281) [hereinafter Data Protection
Directive].

01d. art. 42) SuSURFHVVLQJY PHDQV DQ\ RSHUDWLRQ RU VHW RI RSHIbDWLRQV ZKLFK
personal data, whether or not by automated means, such as collection, recording, organisation, structuring, storage,

adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making

available, aigP HQW RU FRPELQDWLRQ UHVWULFWLRQ HUDVXUH RU GHVWUXFWLRQ"

111d. art. 4(78).
121d. art. 45.
131d. art. 46.
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ZKHUH WKH:QHPOWYBU\LNRU WKH SHUWKIIPW Q ¥FHHR W HFR Q W U D
SEHWZHHQ WKH GDWD VXKEBRWHFEIW FR& \OMHGH QW HRGIGW R
WKH GDWD VXEMHFW

Z2>"™MZS—1 "——"e@eY¥SECL 'Zeel ZE''"-
S—el e

,Q DFFRUGDQFH WLWI MKZRYUR5IRU LQWHUQDWLRQDO WUDQVIHUV
(& KDV LVVXHG D QXPEHUQRIFRKXRWURBY WIEBRIXIVRE OGH BPQ RI
SURWHFQGIRQ $ BWRBOIXUSRVHY Rl WKLY 5HSRUW WKH PRVW UHC
DGHTXDF\ GHWHUPLQDWLRQ LV WKH 3ULYDF\ 6KLHOG GHFLVL
GDWD WR FRPWDQQHS/ 60 FG RUJDQL]DWLRQV IRU FRPPHUFLDO SX!
(8 WUDGH RHGQDEOMBBONUYLFHV

,Q WKLV GHFLVLRQ WKH (& GHWHUPLQHG WKDW WUDQVIHUV WR
BKLHOG IUDPHZRUN SURYLGRWQFIVGRTDX YR BEEGYYEOD RIS K W V

8QLWHG 6WDWHVY GHYHORSHG 3ULYDF\ 6KLHOG DIWHU WKH &-(8 L
8 6(8 6DIH +DUERU IUDPHBARAHU BQLYDF\ 6KLHOGHRWIDQWRWLRQ
WKH ,QWHUQBDGRIRDD/A UDMNERQ ,7$ LQ WKH 'HSDUWPHQW RI &RF
ZLWK FHUWDLQ SULQFLSOHV IRU SURWHFWLQJ SHUVRQDO GDWD
DQ RQJRLQJ EDVLV WR HQVXUH SIVUWHTFX SHBDBENBAGGKH.LBOWKH S|
SURYLGHY VHYHUDO UHFRXUVH PHFKDQLVPW IRRRPSGLEBREKDOV I
LQFOXGLQJ D ULJKW WR PBYRND ELOQALHOIGDSEUW UBPWVSIDROWV YV ZKR
SURJVDPHTXLUHPHQWY DUH DOVR VHEMHB®W WD €8 &R FFPWOQ\R E \
)78 ZKLFK PD\ FKDOOHYYLHR GDW&RONSBRWEXFW XQGHU WKH )HGF
7UDGH &RPPLVVLRQ $FW DQG PD\ DHEEN \DLQY \I GRALGH. VR WDV E R M LFM

141d. art. 49.

15 See Adequacy DecisigiBJRoPEANCOMM ¥, https://ec.europa.eulinfo/law/lat@pic/dataprotection/international
dimensiondataprotection/adequaegiecisions_efflastvisited Dec. 15, 2020)

16 Commission Implementing Decision (EU) 2016/1250 of 12 July 2016 pursuant to Directive 95/46/EC of the
European Parliament and of the Council on the adequacy of the protection provided byut®. Pdvacy Shield,
Jan. 1, 2016, Q. L. 207 https://eurlex.europa.eu/legatontent/EN/TXT/PDF/?uri=CELEX:32016D1250&from=EN
[hereinafterEC Privacy Shield DecisignFor a discussion of Privacy Shield and its impact on-Bl$trade, se€RS
In Focus IF11613J).S-EU Privacy Shieldby Rachel F. Fefer and Kristin Archick

171d.

18 See U.SEU Safe Harbor FrameworlETC Gov, HTTPS//WWW.FTC.GOV/TIPS-ADVICE/BUSINESSCENTER/PRIVACY-
AND-SECURITY/U.S.-EU-SAFE-HARBOR-FRAMEWORK (last visited Jan. 12, 2021)Y0n October 6, 2015, the European

&RXUW RI| -XVWLFH LVVXHG D MXGJPHQW GHFODULQJ LQYDOLG WKH (XURSHDQ «
adequacy of the U.E£U Safe Harbor Framework. On July 12, 2016, the European Commission issued an adequacy

decision on the EUUJ.S. Privacy Shield Framework. This new Framework, which replaces the Safe Harbor program,

provides a legal mechanism for companies to transfer personal data from the EU to the Unitéd States.

19 Privacy Shield FrameworPRIVACYSHIELD.GOV, https://www.privacyshield.gov/EWS-Framework(last visited
Dec. 5, 202Q)

20 Recourse, Enforcement and LiabiliBRIVACYSHIELD.GoV, https://iwww.privacyshield.gov/article?id=7
RECOURSEENFORCEMENTAND-LIABILITY (last visited Dec. 5, 2020).

21 Enforcement of Privacy ShiglEBRIVACYSHIELD.GOV, https://www.privacyshield.gov/article?id=Enforcemariit
PrivacyShield(last visited Dec. 5, 2020)

221d. See als® U.S.C. § 45 (FTC ceasmddesist authority). ForafutHU GLVFXVVLRQ RI WKH )7&TV HQIRUFH
DXWKRULW\ RYHU 3G HFORS W¢gaY Sidetsmat L SE108B&EiHthe FYE Meed to Rethink Its Enforcement
Playbook (Part 11)? Circuit Split Casts Doubt okKtH )7 &V $ELOLW\ WR 6HHN S5HVWYOHIWLRQ LQ 6HFW
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7KH (& GHWHUPLQHG WKW PRRKHWH PUIEFEBILEVHPY BIQE XUHG WKDW
SDUWLFLSDQWY SURYLGHG DQ DGHTXBWH OHYHO RI SURWHFWLR

+RZHYHU fW&HHRKBVLRQ GLG QRW RQO\ DQDO\]H WKH REOLJDWLRQ
SDUWLFLSDQWYV 7KH (& CDOQMR XOWH/ RV \BHE WRKIDDFGEBIWY E\ 8 6 SX|
SDUWLFXODUO\ LQ WHKHKI\WRARNHEHDWHEERREWH[FLWDWLRQV RQ
LQWHOOLJHQFH FROOHFWLFE® | RUKMH PROYNWEWWRQ QRF AXLDW \DXSFSIO
SURKLEHWIW®LQ W\SHV RI FROOHFWLRQ RU UHTXLULQJ DGYDQFH
DQG SRIYW UHFRXUVH DYDLODEOH WR LQGLYLGXDOV ZKRVH GDYV
VXH RU EULQJ VRPH O B I\DNKE FRRICROBHERIORWE KRIFHL UVW LVVXH LW
GHWHUPLQHG WKDW 8 6 LQWHOOLJHQFH JDWKHULQJ IURP (XURS
SDUWLFXODUO\ EBIFREYHRWXHU WKLQJV OLPLWHG EXON FROOHF
VLWXDWLRQV LQ ZKWFKQW.IYUQRWHSRFRDOMHF IRU WHWKROFRO RU R
UHOLHG RQ YDULRXV DVVXUDQFHV IURP WKH 8 6 JRYHUQPHQW
ZRXOG QRW GLVVHPLQDWH SHBAROGDO EG@FDXPDWWRB LYGERQGKPB
D QR® SHUYRQARWBRIYW UHFRXD¥NQWXBHGJIJHG WKH OLPLWHG RS\
WR ®RQ SHUVRQV VSHFL:MWDQGHQRWIHPHOYWYVWRIWHQ UHVWULFW
RUGLQD B +REXYWY WKH (& FRQFOXGHG WKDW WKH 8QLWHG 6WD
UHGUHVV EVGHRPBAQVSHUVRQ YOIEKDQAKIFFK D 3ULYDF\ 6KLHOG
2PEXGVSHUVRQ ZLWKLQ WKH 8 6 'HSDUWPHQW Rl 6WDWH ZRXOG
,QWHOOLJHQFH &RPPXQLW\ WR HQVXUH WKR¥HQFRP SIOW LRAWV DU
WKHVH PQP IDMIBVEURWHFWLRQV WKH (& FHR@VPOXHE\H & | WHKEDWL YWK 6 H
SURWHFWLRQ DJDLQVW LQWHUIHUH®RH W ED W K\H DQW HHUO/L X 19 C FHH
3ULYDF\ 6KLHOGDSWUR XDOGHGOHY O Rl SURWHFWLRQ

,Q DGGLMARTXIWR GHWHUPLQDWLRQV XQGHU $UWLFOH VXFK D
(&KDV DOVR LVVXHG VHYHUDO VHWYV RI 6&&V(8RWHMUSRE QWY YV |UR
6&&V DUH WHPSODWH F R(@WUWKDRWW UM i X PV HY WRHHEHR IMHOEIL VDKAVH. & D W |
FRPPLW MWIRXK¥DOHQW VWDQGDUGYV RI GDWD SURWHFWLRQ HYHQ
WKH GRPHVWLF ODZ RI Wi\H QD¥FHRPLQJ RUJDQL]DWLRQ

D. Linebaugh

23 EC Privacy Shield Decisigisupranote16, at paras. 6363.
241d. at paras. 64.24.

25d.

261d. at para. 76.

27|d. at paras. 888.

281d. at para. 115.

291d. at paras. 11622.

30|d. at paras. 123, 136.

31 See Standard Contractual Clauses (SC@OXURSHDQ &RPPTQ httgs//ec.europa.eu/info/lalaniv-
topic/dataprotection/internationadlimensionrdataprotection/standardontractualkclausesscc_en

$21d.
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E'>Z-e1

YZ>Y'Z

,QBFKUHPWKH &-(8 LQYDOM GDWYDEP WaBHKEHEVLRQ EXW SUHVHUYHG V
Rl 6&RMFKUHPWVQ,EULHI LQYROYHG D FRPSODLQW E\ DQ $XVWULD
6FKUHPVY DERMMWWDPEERRNRI KLV GDWD IURP LWV ,ULVK VXEVLG
WKH 8QLWH® 6 WDWHRI KLV DUJXPHQW ZDV WKDW WKH 8QLWHG 6
DGHTXDWH SURWHFWLRQ RI KLV SHUVRQD®78DUMD RIOY I WKW R |
DFWLRQ WKH &-(8 HYDINO XDWHG \ERNLKI MK IGH&ELVLRE DQG LWV DG

2Q WKH 3ULYDF\ 6KLHOG LVVXW PFARKQH @ X(\8L B I MWK DWM GV WHK 18 Q@ & W H C
DQ DGHTXDWH OHY,MY BIHFURWRHFWURPDULO\ UHVWHG RQ WZR RE
VXUYHLOODQFH XQGHU ),6$ DQB[RQ@WH OLPLWDKWHLERFNHRIN XU L
VXUYHLOODQFH SURSUD® VLSOOG R | ES WRIBRKDM RMKCHO SWRJUDPV RQ
FROOHFW GDWD WKDW LV VWULFW C8RYMF HWGLWHY VDIRG L Q B/IKH. G0
ZKRVH SHUVRQEBPW \R DNIKH VK BAKXBYHLOODQFH SURJUDPYV

2Q WKH ILUVW SRLQW WKH &-(8 HVSBRQQHGBEWNVLIRMWRD SSHKUEOR.@ DOOX ¢
SFRQVWLWXWHY DQ LOWHUIHUHQFH ZLWK WKH IXQGDPHQWDO UL.
&KDWPMWHRQVHTXHQ®W QQ WHKB KH BHDQ\ALHY RXWMKMH UHTXLUHPHQW RI SUR
VHW IRUWK RI $SUWLFBGRAGHRI WKLY SKRBWHWLRQDOLW\ UHTXLUHP
EH OLPLWHGVWR LADOW IQHG HWVDRIMAORBIG EQG SWAFLVH UXOHV
SPLQLPXP VDIWKODWGWORZ GDWD VXEMHFWYV WR HOIBEWVWHO\ SU
WKH ULVN“RI DEXVH

7XUQLQJ WR WKH 8 6 VXUYHLOODQFH UHJLPH WKH &-(8 FRQFOX
RI ),6$ DQG ( 2 IDKDW G WRFS R Ul W WY B 8 L&V { 8V WHDIMVGDQHEG W KD W
IRU LQWHOOLJHQFH JDWKHULQJ SURJUDPV XQGHU 6HFWLRQ R
7KH &-(8 REVHUYHG WKDW WKH 8 6 )RUHLJQ ,QWHOOLJHQFH 6XU
VXUY WHO®WRYUDPY EDVHG RQ ZKHWKHU WKH\ UHODWH WR WKH R
LQWHOOLJHQFH LQIRUPDWLRQ EXW LW GRHVY QRW UHYLHZ ZKHW
VXUYHBO®B QK8 DOVR QRWHG WKDW XQGHU [QWHUFHSS® GRWRF
LQ WUDQVLW WR WKH 8QLWHG 6WDWHV VXFK DV E\ DFFHVVLQJ X
SZLWKRXW WKDW DFFHVV EHLQJ*“VIKEM&-RK & DNVFR QR X OHKGILHGE DADK D WY

33 CaseC-311/18, Data Protection Commissioner v. Facebook Ireland Ltd, Maximillian Schrems,
ECLI:EU:C:2020:559 (July 16, 202()ereinafterSchrems Il

341d. at paras. 562.
35|d. at paras. 52, 54.
361d. at paras. 12202.
371d. at para. 197.
381d. at para. 18.

391d. at para. 171.
401d. at paras. 174.76.
411d. at para. 176.
42|d. at para. 184.
431d. at para. 179.
441d. at para. 183.
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LQWHOOLJHQFH SURJUDPV XQGHU 6HMNWIRQXEMRIFWES R PG (

UHVWULFWLRQV RQ EXON FROOHFWLRQ EXW LW GLVPLVVHG WKF
H[SODLQLQJ WRDM Q3 OORZV EXON FROOHFEFWKRQ QRW EOWLD H Q FHL
&RPPXQLW\ FDQ @RV IX¥A DY VREGAH. D W H GWARRF¥ K \D WIS H AR O MDNVLIR@

$ORQJ ZLWK WEB VO PN RUWHDWLRQV RQ WKHVH SURJUDPV WKH &
QRW HIIHERMLWHOHPDO UHGU#$F¥FIRWGE QW DV R XVEKHRE\WE H UW L F O H
&KDUWHUHYGIWLRVOHHZKRVH ULJIBWH DIGRERDWDHKGRPLVQ J E\ DQ
LQGHSHQGHQW D QG*L7KSD & W& HPS\WDLDXGDWKDW WKH VXUYHLOOTL
RQ 6HFWLRQ RI ),6$ DQG ( 2 HYH @ BWR CPLHPHL W RGK EY 3/3% D Q 1
EHFDXVH WKH\ GR QRW LILKMAVGIDADL R@PBEAWNY WKH FRXUWYV DJD
DX W K R WV LYWW K HU U MSHRPWL WG RMK W KRW WKH 3ULYDF\ 6KLHOG 2
SURYLGH VXIILFLHQW UHGUWRBKMDR PERE K56 UV RG IKKDWWKH SRZH
GHFLVLRQV WKDW DUH ELQGLQY¥ RQ MX RAKH Y B WHO © RIHQ PMKWHE-)
FRQFOXGHELWIKPWKLHGG LV LQYDOLG

,Q FRQWUDVW WR 3ULYDF\ 6Kl¥ DG RWWH RER (B NNEIERMDGDW K HH (& R |
SHUVRQDO GDWD WR SURFHVARUGBL @ X WARL @/ HR IRWEHWE&H LPSRUW
EHWZHHGQVWBKIH YRF\ 6KLHOG GHFLVLRQ DQG LWV 6&& GHFLVLRQ L
*'35 WKH (& LV QRWYVIWHITG WHKBDWRRI WKH OHYHO RI SURWHFWLR
WKLUG FRXQWH\DGRSWEQV 6\EM &-(8 H[SODLQHG DUH LQKHUHQV
SFRQWUDFWDXQ6DMMRXAUWELQG WKH SXEOLF DXTKKKR/U MWWKLHH & -R8 W K L |
FRQFOXGHG WEDRWJ RKHO&EY WR WUDQVPLW GDWDHUMW\LRQXS WR
D FIEMFDVH EZXHWWHKY ODZ RI WKH WKLUG FRXQWU\ Rl GHVWLQDV
SURWHFWLRQ  EQG HVURWXGB&W P HQ W DK HPUHD DX HMAXIB W R H
FRPSOLDQFH ZLWK WKH OHYHO RI BURWHFWLRQ UHTXLUHG XQGH

»S— e Z>eES» AL L]

'KLBWHKUHPYY,DOLGDWHG 3ULYDF\ 6KLHOG LW VWLOO OHIW URRP
6WDWHVY EDVHG RQ 6&&V RU RWKHU PHFKDQLVPV XQGHU $UWLFO
WKHVH PHFKDQLVPV WKH &-(8 H[SODLQHG WKIRW GRW D RPSRUWH
(8 FRXQWU\ D QI OSESREHWP DQW DQN PHWDWDXWHWR HQVXUH WKH DGHT)
UHTXLUHG X8GABWKEB8KKRKXHBYG,QRW GHWINKXEC IEDMHQYWBYVH
PHDVXRIHIKW ORRN OLNH RQ 1RYHPEHD 3URWHMKHRXYRIHID 'D
3'3% SXEOLVKHG UHFRPPHQGDWLRQW L %% @GH FARPHSIMHE B WD RRQWH

451d. at paras. 1831.84.
461d. at paras. 186197.
471d. at para. 186.
481d. at para. 192.
491d. at para. 196.
501d. at para. 201.
511d. at paras. 12#49.
52]d. at para. 130.
53|d. at para. 132.
541d. at paras. 133.35.
551d.

56 Recommendations 01/2020 on measures that supplement transfer tools to ensure compliance with the EU level of
protection of personal data, Eysean Data Protection BdNov. 10, 2020)https://edpb.europa.eu/sitedpb/files/
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7KHVH SULPDEVBFKQEPXWIK AR \DM HV SYBWGREVRIVR WKDW LW
FD®R ORQJHU EH DWWULEXW HI® FUR SIKHSE B W DFLQXEXRKFY ZD\ WK
QHLWKHU WKH UHFLSLHQW QRU WKH UHOHYDQW SXEOLF DXWKRU
EHWZHHQ WZR RU PRUH LQGHSHQGHQW SURFHVVHUV LQ GLIIHUH
SURFHVYRUF RFWWWKH SHUVRQDO GBWD LQ ZKROH RU LQ SDUW

1HYHUWRFRRWELQJ WRKWKH DB#% VR P H g RHHI DAERY/YBHIHPWHHD W D O
PHDVXDKRVEH® RXGOUWLFXODU WKH ('3% SRLQWHG WR VLWXDWLI
GDWDFWRWBJYLFH RU RWIQHD WHRBBVRVRUQW U\ ZKRIQM MEKH DFFH V'
FOHRUH XQHQFU\SWH® RU XIQWD OWRHH[HGE X # HQWKXF KV B\ W XODAV L RQ K
WH ('3% VDI®EWSDEOH RI HQYLVLRQL QDU RUH I\W RWSLUHY WO WK\ K P
DFFHVV IURP LQIULQJLQJ RY @ WX WV XXM H F\@ W NMIKEME GRR W H F K Q
KRZHYWBXIOH RXW WKDW IXUWKHU WHFKQRORJLFDO GHYHORSPHQV
LOQWHQGHG EXVLQHVVXIDULRR VIHRVF HAW K@ XWK B HFD H D U

2QH SRLQW R| GHEXWHPERZRRWIKHU VXSSOHPHQWDU\ PHDVXUHV
EHIRUH WUDQVIHUULQJ GDWD SRWHQWLDOO\ VXEMHEW WR 8 6 V
SHFRPPHQGDWLRQV LQQND O WH DWKDOM W PIFHOBI®@ BED\VRUHTXLUHG L
6SHFLILFDOO\ B RKUMPHR KHDBEBBK\W KDY HO RI SURWHEWLRQ RI WKE
DXWKRWIGVEG > ),6$ LV QRW HVVHQWLDOO\ HTXLYDOHQW WR WKH
ODZ &RQXHDWOWRKHDADOOV XQGWMKHQ )VE$PD\ BWMRWUIOH B3 HUNJHHGE

6WDWHWDREEBAWLRQDO VXSSOHPHQWDU\ WHFEKQLFDO PHDVXUHV P
LPSRVVLEOH RUSDQWK RKFAWLWKH (‘3% 5HFRPPHR6HWLRIQWVRQO\ PH
ORJLF DUJXDEO\ DSSOLHV WR GDWD VXEMHFW WR VXUYHLOODQF
IRXQG SUREDHMXWLEWKHU KDQG WKH 8 6 JRYHUQPHQW UHOHD\
BFKUHBMKDW WRRN D OHVV\VFRUMHIBGBIZREQKLS\SFUBRD S KUKPWL QW DL Q
6FKUHPADQRONUXOLQJ RQ ZKHWKHU SULY®HYU SAHRDWHF WR R § VVIWH & \
ZLWK (8GDIVKHU DFFRUGLQJ WR WX OKLGV R (BD\S R @ MNKKH Y& 08 G L
WKH 3ULYDFLGKRBOMWHEWANPHQW RI 8 6 ODZ DFFRUGLQJO\ UHOL
OLPLWHG ILQGLQJV DERXWG&L 6 ODZLQHPRKIG 3G LE\DWKBKLHOG GHF
7KH :KLWH 3DSHUDW&H® LRQDOLQYBINHIXDUGYV DQG RIHGBNMHWHWGR SW L f

consultationédpb_recommndations_20200kupplementarymeasurestransferstoefspdfihereinafter EDPB
Recommendations].

571d. at 2226.

581d. at 26.

591d.

601d. at 27.

611d.

621d.

631d. at 15.

641d.

656 HH WKH S¢hidgn&ILRQ 3

66 Information on U.S. Privacy Safegua Relevant to SCCs and Other EU Legal Bases folJER) Data Transfers
after Schrems II, White Paper, U.S. Department of Commerce, U.S. Departmestioé JOffice of the Director of
National Intelligence (Sept. 2020)ttps://www.commerce.gov/sites/default/files/2020
09/SCCsWhitePaperFORMA EDFINAL508COMPLIANT.PDFE

671d. at 6.

681d.

Congressional Research Service 7



Understanding Schrems II and Its Impact on the EU-U.S. Privacy Shield

E\ WKEKKUHBWFELVLRQ LQ RUGHU AGRHDAMNUIPAVY IFRP SRBWHKWHUQVKH OTC
8QLWHG 6WDWHYV HQVXUHVY DGHTXDWH SURWHFWLRQ DV DIIRUGH

1 e“eZ>1 "7"1Se1 T 711 —eZee’e7_—EZ1 S 1"
E'>Z-cel

$V QRWHG BERYHQ Y\WDKOH. G BWHIE YWY 6&LHOG GHFLVLRQ EHFDXVH
WKDW ),6$ 6HFWLRQ HYHE WV OLPLWBGHEWFRR SHUPLVVLYH WR |
*'359 VWDQGDUGYV RI QHFHVVLW\ DQG SURSRUWLRMDOLW)\ DQG G
HITHFWLYH MXGLFLDO UHGUHVV ,Q RUGHU WR SURWLGH DGGLWL
GHFLVLRQ WKLV VHFWLRQ EULHIO\ GLVFXVVHV WKH UHOHYDQW
LQWHOOLJHQFH VXUYHLOODQFH

1 ZE'"—1]VX

&RQJIJBIHODFWHG ),6$ LQ WR UHJXODWH HOHFWURQLF VXUYHLO
RU IRUHLJQ LQWH®$L RHUQBHQDXUSB\RWBIDFWHG HOHFWURQLF VXUY
JHQHUDOO\ UHTXLUHV WKH JRYHUQPHQW R R DSIS GADIRIH B/ FRR X UW
VXUYHIQ@®BQFHT XLUHY WKH JRYHUQPHQW WR LQFOXGH LQIRUPD\
GHPRQVWUDWHY WKDW SUREDEOH FDXVH H[LVWV WR EHOLHYH W
SRZHU RU DQ DJHQW”2RIXB K FOIBMIORE $ RYHH PDGH WR DQG HYDOXD
VSHFLDOL]HG ),6& ZKLFK LV FRPSULVHG RI VLWWLQJ $SUWLFOH ,,
WKDW UROH E\ WKH &KLHI -XVWLFH Rl WKH 8 6 6XSUHPH &RXUW

&RQJUHVV DGGHG 6HFWLRQ LQ WKRI),6$WRHAGPHGWM VOSPW )$
UHVWULFWLYH SURFHGXUHV IRU DFTXLULQJ IRBHBHYVYR@WHOOLJF
ZKR DUH QRW ZLWK L6 WKHHEQODKE B \WRWHY 6HFWLRQ LV VXE
E\ WKH ),6& EXW WKRW WRITXVYURMQWEKRHN,6& WR UHYLHZ LQGLYLG X
VXUYHPPQODWHBG XQGHU 6HFWLRQ WKH ),6& UHYLHZV JHQHU
PLQLPL]JDWLRQ SURFHGXUHV DQG JXLGHOLQHV VXEPLWWHG E\ W
RI 1IDWLWBDOLIHQFH WR GHWHUIPD QR @KEHYWKRHN WIKGNGEUH WKDW
VXUYHLOODQFH RQO\ WDUJHWV SHUVRQV ZKR DUH UHDVRQDEO\

SUHYHQW WKH LQWHQWLRQDO DFTXLVERMLRK) WRKI$XNBEO\ GRPH"
DSSURYHV WKRVH SURFHGXUHV DQG JXLGHOLQHV WKH JRYHUQP
FRPPXQLFDWLRQ VHUYLFH SURYLGHUV UHTXEDQQJLW KRLPP IV\R LRUR

691d. at 622.

"&ODSSHU Y $PQHVW\ ,QWTO 86% 8 6 -604(1977), 95701Q19BH SW 1RV
150 U.S.C. 81804

21d.

731d. § 1803,1804a); About the Foreign Intelligence SurveillanCeurt, FOREIGNINTEL. SURVEILLANCE CT.,
https:/iwww.fisc.uscourts.gov/abefdreigrrintelligencesurveillancecourt(last visited Jan. 12, 2021)

74 FISA Amendment#ct of 2008,Pub. L. No. 110-261, § 101 (2008) [codified at 50 U.S.C. § 1881akalsoCRS
Report R44457Surveillance bForeigners Outside the United States Under Section 702 of the Foreign Intelligence
Surveillance Act (FISApy Edward C. Liu

7550 U.S.C. § 1881).
7%1d.

Congressional Research Service 8



Understanding Schrems II and Its Impact on the EU-U.S. Privacy Shield

IDFLOLWLHYV ®MHBHE VWRDOFBIGEBDWQFKHLYX PDQQHU WKDW GRH!
LWV VHFUHF\

7KH LQIRUPDWLRQ PXVW D¥I'OR FEW URRJXA BRBPIXRPFDRWLRQ VHUYL
ZLWK WKH DVVLVWD @R KIVGF KQD 6 %15 RN IRGOHUF WW R B LW H U P
FRPPXQLFDWILRH SIHROFIOXHEHY FRPPXQLFDWLRQV SURYLGHUV VXF
RU LQWHUQHW VHUYLFH SURYLGHUV ,63V DV ZHOO DV UHPRWH
SFRPSXWHU VWRUDJH R W B WRKH SEMERIR K H K 6LIHAWIURY W KWHH T
WDUJHW RI VXUYHLOODQFH WR EH RXWVLGH WKH 8QLWHG 6WDW!
LQIRUPDWLRQ PD\ EH DFTXLUHG IURP IDFLOLWLHV ZLWKLQ WKH ¢
RSHUDWHGDBAHSG6HOHFWURQLF FRPPX®LIFIVWHR® YHWYP A \8 URDY W J
QR®6 SHUVRQ WKURXJK DQ R¥WMIKEHHE QR QY HNEK BWDRWFHFX UWKDW DF
ZRXOG QRW QHFHVVDULO\ EH JRYHUQHG E\ ),6$ LQFOXGLQJ 6HF
FRPSO\ ZLWK ( 2 QDWIGH VRROWIGQI VHFWLRQ

YRU H[DPSOH WKH JRY,I88 Q RHRQ WP B YRXGWWESIHDPLR XV O\ UHIHUUHC
WR3*®5/,60 DQGSVWBROPHFWLRQQ GRZIQNYRWI HD P FRCHUHFPMICRAD W KH
W\SLFDOO\ G L UBDFWE JFRRPPOPGILLF D W L RQWX ¥ K UDALWY HISSHIRKYR. G U V
SURYLGHUV RUZ2HWRLSURBUYR® HGHW®WR FRPXMYRBDWER®Y D Q

HPDLO D'GESVHAWWHDP FROOHFWLRQ VLRQORIUDO Q@ GFRETAVED\. FADKAHL R R
RU IURRHOHFWRU EXW WKH UHTXHVWV:DAHNGERORIFWGHGUDW WHO
LH FRPSDQLHV WKGW WBKIKBSBIFWWKH LAORMHUQHW FDEOHV WKDW
ZLWKIBRVDO QHWZRUIM QPRIQIQYWCOGRI FROOMBWGRQ RIKWHOHSKRC
JRYHUQPEHQRFHGXUHVY WKH 1DWLRQDO 6HFXULW\ $JHQF\ 16$ LV
WKDW FROOHFWYV GDWD WKURXJK WKH GRZQVWUHDP DQG XSVWU
,QYHYWLRQ )%, DQG &HQWUDO ,QWHOOLJHQFH $JHQF\ &,$ DOV
LQ PRUH OLPLWH®E FLUFXPVWDQFHV

771d. § 18814i).

7850 U.S.C. §§ 1881a{2)(A)(vi), 1881a().

791d. § 1881b)(4).

8]d,§1881D E LQFRUSRUDWLQJ WKH GHILQLWLRQ RI 3UHPRWH FRPSXWLQJ VHUYLTF

81See 8 6 & f I GHILQLQJ 3 HOHFWURQLF VXUYHLOODQFH”™ WR SULPDULO\ FR
mechanical, or other surveillance device of thetents of any wire communication to or from a person in the United

6WDWHYV ZLWKRXW WKH FRQVHQW RI DQ\ SDUW\ WKHBépwtRnthd VXFK DFTXLVLWL
Surveillance Program Operated Pursuant to Section 702 of the Foreighgaiele Surveillance AcPrivacy and

CiviL LIBERTIESOVERSIGHTBD., 107, n. 471 (July 2, 2014),
https://documents.pclob.govat/Documents/OversightReport/82339%ead47aab6060da28b555437/70Report

2.pdf 3),6$ GRHVY QRW JHQHUDOO\ FRYHU VXUYHLOODQFH FRQGXFWHG RXWVLGH V
intentionally targets a particular, known U.S. person, or@/fteacquires radio communications in which the sender

and all intended recipients are located in the United States and the acquisition would require a warrant for law
HQIRUFHPHQW SXUSRG®B RepoitK HUHLQDIWHU

82 SeePCLOB Reportsupranote8l, D W 37KHUH DUH WZR W\SHV RI 6HFWLRQ DFTXLVLWLRC
DV pu35,601 FROOHFWLRQ DQG pXSVWUHDBHAFRIOROHFWERIYV W U HOH 6 \WR\E V Y& MW B L
28, 2017) https:/lwww.nsa.gov/newteatures/pressoom/Article/1618699/nsatopscertainsection702-upstream

activities/ ¥nder Section 702, NSA collects intefW FRPPXQLFDWLRQV LQ YrawugpreterrgdGRZQVWUHDP
WR DV 35, apstréa@fs u> K Héf NSAPDess Reledse

83 PCLOB Reportsupranote8l, at 7.

81d. :KLOH XSVWUHDP FROOHFWLRQ XVHG thw Beléc@iH@g el tafgeteml@ddFeB3isL RQV 3DER X!
referenced in the body or text of the email but they are not a party to the communication), the NSA announced in 2017

thatit ZRXOG QR ORQJHU FROOHFW FRPPXQLF D W3IARPGEY Raldaf=iprandteB2/ ROHO\ SDERXW’

85PCLOB Reportsupranote8l,at7 H[SODLQLQJ WKDW WKH &,$ DQG )%, HDFK UHFHLYH D 3VH!
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L BFKUHPWKH &-(8 FLWH® OHPWWR®LRQV RQ MXGLFLDO UHPHGLH
IDOOLQJ VKRUW BHWKIUBBEHIDMFEFWURQLF FRPPXQLFDWLRQ VHUYL
FKDOOHQJH D JRYHUQPHQW GLUHFWLYH LQ ZKLFK FDVH WKH ),6
ZKHWKHU LW FRPSOLPH)GBLWH BROIBWORQI WKH JRYHUQPHQW HOHF
GHULYHG IRRP 6MRWYHLOODQFH DJDLQVW DQ LQGLYLGXDO LQ D

HQIRUFHPHQW DFWLRQ WKH GHIHQGDQW PXVW JHQHUDOO\ EH JI
DQG D FRXUW PD\ UHYLHZ WKH OHJDO¥WR RH Y\BEVMRWYWKOIOBQFF
FLUFXPVWDQFHV WKHUH LV JHQHUDOO\ QR RSSRUWXQLW\ IRU W
FRPPXQLFDWLRQV RU LQIRUPDWLRQ KDYH EHHQ DFTXLUHG E\ WK
D UHVXOW IHZHU RSSR UWXG®LLFA DV URHDA LHZ \RW WWRD WHBIRNT MLV L W L F

7KH &-(8 GLG QRW DSSHDU WR REMHFW WR WUDGLWLRQDO ),6%$ V
RXWVLGH RI 6HFWLRQ HYHQ WKRXJK VXFK VKBF¥FHLOODQFH D¢
MXGLFLDO UHPHGLHRZBYHIHFBHADXVH WUDGLWLRQDO ),6%$ VXUYH
8 6 JRYHUQPHQW WR REWDLQ DQ LQGLYLGXDOL]JHG FRXUW RUGH
LQ 6HFWLRQ FRPELQHG ZLWKRWKMXOGDFND RIUNDODVRP X GENW ), 6!
PD KDYH GUDZQ SDUWLFXODU DWWHQWLRQ IURP WKH &-(8

i Z@EZ2'YZ1 >¢Z>1IWXYYY

,Q BWKUHBWELVLRQ WKH &-(8 DOVR REMHFWHG WR VXUYHLOODQ
8QLWHG 6WDWHV ,QWHOOLJHQFH $FWLYLWLHV ZIRWAKLDGGUHVVH
LQWHOOLJHQFH VXUYHLOODQFH UHVSRQVLELOLWLHY DPRQJ HOH

(2 DGGUHVVHYV DOO 8 6 IRUHLJQ LQWHOOLJHQFH VXUYHLOC
PD\ IDOO RXWWLGW RV X VBR U\ V RKLHYRLWV L\HXYF R RIQGEFWHG RYHUVHDYV
86 SHYBRGWU ( 2 W K @FSOPHMFW LQFOXGLQJ WKURXJK FO

PHDQV SURFHVV DQDO\]H SURGXFH DQG GLVVHPLQDWH VLJQEC
IRUHLJQ LQW H O GHLLIIHINVF HOD0Q.G HFRIH WX USRVHY WR VXSSRUW QDW
PLVVEPRONGHVFULEHG LQ D UHSRUW E\ WKH 3ULYDF\ DQG &LY

The government also conducts foreign intelligence surveillance outside of the United States
againsthonU.S. persons under the authority of Executive Order 12333. In some instances,
this surveillance can capture the same communications that the government obtains within

FROOHFWLRQ DQG WKDW 3XSVWUHDP FROOHFWLRQ LV UHFHLYHG RQO\ E\ WKH
XQPLQLPL]JHG XSVWUHDP gerizé\Sbrveillande Gatiteni@rn@um Dpirtoh and Order at #12

(FISA Ct. Apr. 26, 201), available ahttps://assets.documentcloud.org/documents/3718776/261t6-ISC-Memo-
Opin-OrderApr-20171.pdf ([SODLQLQJ WKDW 3XQGHU WKH SURFHGXUHVY DGRSWHG E\ WK
DJHQF\ LQ PDNLQJ WDUJHWLQJ GHFLVLRQVLQIGHWRBHEWURY®  FR EX\WQMKD /0D Wl
classified circumstances.)

88 6HH WKH S¢hiehWILRQ 3

8750 U.S.C. § 1881a(i)(4).

881d. § 1806. Amendments to Section 702 made in 2018 created additional protections for querying of information
collected under Section 702 or use of such information in criminal prosecutions, but these protections primarily apply
to U.S. personub. L. No.115118 8§ 101, 102.

89 SeeExec. Order No. 12333, 46 Fed. RB§,941 (Dec. 4, 1981) (as amended).

9% SeeBrennan Ctr.Foreign Intelligence Surveillance (FISA Section 7B2ecutive Order 12333, and Section 215 of

the Patriot Act): A Resource Pag¢@ct. 25, 2018)https://www.brennacenter.org/ouwork/researchreports/foreign
intelligencesurveillancefisa-section702-executiveorder12333

91 Exec. Order No. 12333, § 1.7(c)(1).
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the United States through Section 702. And because this collection takes placetbetsid
United States, it is not restricted by the detailed rules of FISA outlined &bove.

(2 DOVR LQFOXGHV VRPH SULYDF\ SURWHFWLRQV JHQHUDO
LQWHOOLJHQFH VXUYHLOODQFH EXW 8 KSHUHYRR WPWSICSSHDU W
ZLWK UHVSHFW WR VXUYHLOODQFH FRQGXFWHG DEURDG WKH R
GHWHUPLQH WKDW SUREDEOH FDXVH H[LVWV WR EHOLHYH WKDW
IRUHLJQ SRZHU EXW RQO\ LIDNK KB VSHUINWHRQ@ ARG HH IFY DRXORQW D/Q F
D ZDUUDQW ZRXOG KDYH EHHQ UHTXE YXEWRHUCBRY H QWKWHFRB B @
H[SUHVVO\ VWDWHYVY WKDW LW GRHV QRW FUHDWH DQ\ OHJDOO\ F
6 WDAVEN VD XUHVY WKH &-(8 IRXQG WKDW (8 GDWD VXEMHFWYV GLG QF
(2 DQG WKDW WKH RUGHU GLG QRW LQFOXGH VXIILFLHQW
ZKDW ZDV VWUPFWO\ QHFHVVDU\

>Ze’'eZ—e¢'Sel Te'(ECL Y>ZE'YZILXA

Q BUBHQW 2EDPD LNV XWGH3BIWHUPDWK RI DOOHJDWLRQV E\
WKH JRYHUQPHQW KDG EHHQ FFEXCGHBMODR CLMMENC MRIE G FiH UG/ DW/R
JDWKH UWIQQNHD OLJHR P WIHH § KDWY L W L H V LRV K.RXWH /G IH) M @ A HR G D W
3GLVFUMNPY OPKRVIBHFLILF L ®BNQHDH E WIPR K MOHU PYUHFRJIQL]HYV

WKDW EXON FROOHFWLRQV PXVW VRPHWLPHYV EH XMHG WR LGHQ'

DELOLW\ WR XVH GDWD IIH¥FKH RV W RURXUW [ERXXC@OND BR@W KLV GDWEL
GHWHFW DQG FRXQWHU

(1) espionage and other threats and activities directed by foreign powers or their
intelligence services against the United States and its interests; (2) threats to the United
States and its interests from terrorism; (3) threats to the United States and its interests from
the development, possession, proliferation, or use of weapons of mass destruction; (4)
cybersecurity threats; (5) threats to U.S. or allied Armed Forces or otBeorlAllied
personnel; and (6) transnational criminal threats, including illicit finance and sanctions
evasion related to the other purposes named in this sé&tion.

$ORQJ ZLWK EXON FROOHFIVQRR PR G MDD ¥V RIM X3 3XKHDRIMHQWYV GH V|
LQGLYISGNDMRQDO LQIRUPDWLRQ ZLWKRXW UHJDUG WR WKHLU QD
LQVWDQFHR@B\ DOORZV LQWHOOLJHQFH DJHQFLHV WR GLVVHPLC
LI WKH GLVVHPLQDWLRQ RU UHWO W DRRE IRQLRKRIPS BU S BO M R@V RARF
SHUPLWWHG XQ%33l ( POVR FRQWDLQV GDWD VHFXULW\ DQG DFF
ZKLFK DPRQJ RWKHU WKLQJV OLPLWDXRMFKHRAYL YWHRS SSHHUWR@IDH 0 Q2
QHHG WR NQRZ WKHIRQPRW R B WHRPQ WR RS U

92 PCLOB Reportsupranote8l, at 107.
9% Exec. OrdeNo.12333 § 2.5

%1d. § 3.6(c).

9 Supra Schrems Ht paras. 184, 192.

% 3UHVV SHOHDVH 2IILFH RI WKH 3UHVV 263igAdS Intglligende Atvifes/(PREB) 3ROLF\ 'LUHFWL
(Jan. 17, 2014nttps://obamawhitehouse.archives.gowinessoffice/2014/01/17/presidentigolicy-directive
signalsintelligenceactivities

971d. at n. 5.
9%1d,

91d.
100|d_
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ILNH ( 2 3GRHV QRW SXUSRUW WR SURYLGH MXGLFLDOO\ HC
SHUVRQV ZKR PD\ KDYH EHHQ VXEMHFW WRW>XWRYLZFOQRQFH LQ Y
6LPLODUO\ WKH &-(8 VXJIJHVWHEGDOKORYE ERIF EXWOHN 3BDWD FROOHF
QRW SURBLGHIMIQHQV ZLWK DFWLRQDEOH ULJKWV LQ FRXUW L'
XQGHU WKH *'35

“—'e7>Se'" —ele >l T—e>x7ce0E

7KH &983ULYDF\ 6KLHOG UXOLQJ KDV VLJQLILFDQW LPSOLFDWLR
8QLWHG 6WDWHV DQG W6l (8 JRFBV \BF&X(BVHA YQF\ EKLHOG
5DFKHO ) )HUHVUWLQGIWEFBQN®WODQWLF GDWD IORZV DUH DQ LQW
WULOO[LRWREIBDQ HFRQRPLF UGFEK\WPRRYKEX VWO HRYHY DQG
RUJDQL]DWLRQV UHOLHG RQ WKH 3ULYDF\ 6KLHOG IDPPHZRUN W
KDG SDUWLFLSDGNWWDWVKRI VOREH W L PSH KWK A VWR-SDEW R
EH\RQG RUJDQL]DWLRQV WKDW BRRUHBERRNVBKHYDF% 6KLHOG 8QC
5SHFRPPHQGDWLRQV HYHQ H[SRUWHUV UHO\L@RR@BREY DQG VL
FDEMFDVH HYDOXDWLRQV WR VHH LI 8 6 LQWHOOLJHQFH ODZV D
SURJUDPV XQGHU ), 8P BHOW RQ@ W K HRH IWWHKEHW WYUHS@R/\WKH W R R O

GR WKHVH H[SRUWHUV PX3AXS DCHEPHA/BD WK UEBF HWDQEDUG PD\ LC
VRPH FDVHV SURKLELW WUDQVIHUV DOWRJHWKHU )RU LQVWDQF
XQGHU FXUUHQW WHFKQRORJ\ WKHUH PD\ QRW EH DQ\ VXSSOHP
H[SRUWHU WR WUDBNVHIG GDWBPGMRHD YDBEH GWRFEGMY WIRRWKH GD
WKH FOHDU LQ RUGHU WRYH[HFXWH WKH WDVN DVVLJQHG

BRPHHPEHUV Rl &RQJUHVV KDYH H[SUHVVHG LQBFHUHPW LQ UHVR
ZLWK WKH 8 6 6HQDWH &RPRHQWF\NH B RE) 7&FORPHIRAHWBRILRQ KROG
WKH WRSLF LQ “WFKIRERHU GLG QRW JLYH D SUHFLVH URDGPDS RI
6WDWHV QHHGY WR WDNH WR SURYLGH DQ DGHTXDWH OHYHO RI
JRYHUQPHQWBRXOREOKRWPLHR QWVRP VHYHUDO GLUHFWLRQV

X ([HEXWLYH3UMHIRMH[HEXWLYH DFWLRQ FRXOG DGGUHVV VRP
FROOHFWLRQ FRFKHMHPYRUDLYWHEDIEFH WKH 3UHVLGHQW FRX
DQ ([HFXWLYH 2UGHU WKDW | X ER/X® K FQLLARLQWY DEXE W K QW H O C
SURYLGHY DGGLWLRQDO UHGUHVV PHFKDQLVPV VXFK DV DC
ZLWK WKH SRZHU WR DGMXGLFDWH FRPSODLQWY DQG LVVXH
,QWHOOLJHQFH &RPPXQLW\

x 'LSORP®MB DQG (8 JRYHUQPHQW WL DLW HDID B [FSROXFORED Y FR
VROXWLRQ )RU LQVWDQFH WKH 8 6 H[HFXWLYH EUDQFK DQ
QHZ D IUDPHZRUN WKDW ZRXOG UHSODFH 3ULYDF\ 6KLHOG D
GHWHUPLQDWLRQ E\ WKH (& RRPH8 B H 'EBSIDUMPHI QW R |
DOUMRGWLDWHG SLWIFXX D WRIQW KHRSRWHQSEDO IRU DQ HQKD

0M16HH WKH S¢tehwiIlRQ 3

102CRS In Focus IF1161%).S-EU Privacy Shieldby Rachel F. Fefer and Kristin Archick
103 EDPB Recommendationsupranote62, at 3.

104 Id

105|d, at 2627.

106 The Invalidation of the EXUS Privacy Shield and the Future of Transatlantic Data Flows: Hearing before the S.
Comm. orCommerce, Science, and Transil6th Cong. (2020) [hereinafterivacy Shield Hearing
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3ULYDF\ 6KLHOGVKDMP ERR O FFRRABHIAWRIMKY HU DV
KDSSHQHG ZLWK 3ULYDF\ 6KLHOG WKH &-(8 FRXOG LQYDOLG
GHFLVLRQ LI LW GHR® WRLQOMFVRYWKHV@HIFAW ZLWK WKH *'35 RU
&KDUWHU RI )XQGHPPW 8 WODWSLYIKBAV W K H 88FORX\AHES 6 WDWHYV D«
HQWHU LQJRR WUWUED\EDWD WU D QWXIHIWPE AWZRIOY WKH WZR
'KLOH D WUHDW\ ZRXOG KDYH VXSHULRU OHJDO IRUFH WR (8
*'35 LW ZRXOG QRW SUHYDLO RYHU SWIKADRKDBWURHY RI1 (8
RI )XQGDPHQWDO 5LJKWYV

x /HILVOBWQRQHVV PLIJKW DGRSW VWDWXWR&N UHTXLUHPHQW
FRQFHUQV )RU LQVWDQFH LW FRXOG DPHQG ),6$ WR SURKL
FROOHFWLRQV DQG UHTXLUH FRXUW DSSURYDO ZLWK UHVSF
W FRXOG IXUWKHU FUHDWH D FDXVH Rl DFWLRQ WKDW ZRXC
FRPS®WNLBHIRUH D WULEXQDO LI WKH\ EHOLHYH LQWHOOLJH (
RU XVHG WKHLU GDWD LQ DQ XQODZIXO ZD\ 7KHVH VROXWL]
FRQVWLWXWLRQDO LVVXHV VXFK DV VHSDUDWLRQ RI SRZHL
FRQFHUQV ERWK RIGZWIKHKVFRISHE BRIRWKLY 5HSRUW

"KLOH QRW GLUHFWO\ DG G WBHFKVHPYRWBKH ARAPHYWMDDLRHE KQYH D
PDLQWDLQHG WK DD GWRKIWE RIQVRIGD6 AFDPBWW KHQVLYH IHGHUDO GD
DSSOLFDEOH WR FRPPHURDW Hi QW DY VB W8 RWOYEA I W R BV UD Q V|
VXUYHLOODQFH FRQFHUQV DUH DOVR DGGUHVVHG D FRPSUHKHC
(& GHWHUPLQLQJ W K [5W RAIDIGBEGH. TKHDGV BIVVCDHAY HIXID 8 H 8 USRWWHL F\W HR Q
RI WKH *&XFK D GHWHUPLQDWLRQ ZRXOG PHDQ WKDW GDWD H[SF
RQ LQOWHUQDWLRQDO H[HFXWLYH DJUHHPHQWY VXFK DV 3ULYDF\
RUGHU WR WUDQVIHU ¢bWD WR WKH 8QLWHG 6WDWHV

107 Seeloint Press Statement from U.S. Secretary of Commerce Wilbur Ross and European Commissioner for Justice
Didier ReyndersU.S.Dep § oF CoMMERCE (Aug. 10, 2020)https://www.commerce.gov/news/press
releases/2020/08/jokpiressstatementus-secretarycommercewilbur-rossandeuropean

108 For a discussion of the U.S. treaty processCie8 Report RL32528nternational Law and Agreements: Their
Effect upon U.S. Lavby Stephen P. MulligarFor a discussion of the EU treaty pro¢essRatification Process
EUR-LEX, https://eurlex.europa.eu/summary/glossary/ratification_process.fiasi visited Feb. 23, 2021).

109 See Sources of European La&tWR-Lex, https://eurlex.europa.eu/legatontent/EN/TXT/?uri=LEGISSUM:114534
(last visited Feb. 23, 2021).

110 SeePrivacy Shield Hearingsupranote1l06 ZULWWHQ VWDWHPHQW RI 3URI 1HLO 0 5LFKDUGYV

consumer privacy reform from this Committee, coupled with federal surveillancenrefard result not just in another

secondEHVW LQWHUQDWLRQDO GDWD WUDQVIHU DJUHHPHQW EXW LQ DQ DGHTXD
ZULWWHQ VWDWHPHQW RI 3BHWHU 6ZLUH 3, EHOLHYH WKDWwbQDFWPHQW RI FR

greatly improve the overall atmosphere in Europe for negotiations between the EU and the U.S. about the effects of

Schrems Il

11 while a discussion of a comprehensive data protection law is beyond the scope of this report, data protestion issue
are discussed more fully @RS Report R4563Data Protection Law: An Overviewy Stephen P. Mulligan and

Chris D. LinebaughFurthermoe, CRS Legal Sidebar LSB1044d/atching the Watchers: A Comparison of Privacy

Bills in the 116th Congresby Jonathan M. Gaffneyliscusses the various data protection bills proposed in the 116th
Congres.
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